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Abstract; To address the quantum computing security threats facing intelligent connected vehicles, this pa-
per proposes a lightweight, vehicle—mounted secure communication system based on a cloud-based quantum
key pool. The system distrbution and centrally manages quantum keys through a cloud—based quantum key
distribution network. The vehicle side relies on a hardware security module to securely store the keys and
perform encryption operations, thereby establishing a “one—time pad” secure channel. The real vehicle test
results demonstrate that the system not only ensures information—theoretic security but also offers advantages
such as low latency, high reliability, and low power consumption. It effectively resolves the difficulties and
high costs associated with deploying quantum key distribution in vehicular environments, providing intelli-
gent connected vehicles with secure communication guarantees that combine high security and practicality.
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